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M. Chairman and Menbers of the Comm tt ee:

Thank you for this opportunity to testify on the Year
2000 preparedness of the U S. to deal with international
issues. Y2K is a conplex problemwth international reach
Those working on the Y2K problem are confronted with limted
resources, limted tine, inperfect information and
uncertainty regarding the scope and duration of potential
effects. As you can inmagine, M. Chairman, these
constraints are even nore challenging internationally.
Despite these difficulties, the State Departnent has used
its existing infrastructure and expertise in crisis
managenment and di pl omacy to effectively prepare for the
potential inpact of Y2K probl ens overseas.

W have not done this alone, however. There is an
I nternational Y2K I nteragency Wrking G oup co-chaired by
State and the Departnent of Defense with el even agencies as
menbers. We have formally net every three to four weeks. W
have conducted nunmerous sessions on sector and country
specific issues. This interagency partnership has been
effective. Wth the Departnent of Energy we addressed
serious issues regarding nuclear power in central and



Eastern Europe and, with our European partners, we addressed
power grid operations in those regions. Qur efforts with

t he Departnent of Defense have focused on infrastructure

i ssues in those countries where the operational readi ness of
our arnmed forces could be affected. Wth the Departnent of
Commerce in the | ead, we co-sponsored sem nars for small and
medi um si zed busi nesses. Together with the Departnent of
Transportation and Federal Aviation Adm nistration we have
wor ked bilaterally and multilaterally on air traffic control
and airport safety issues, which resulted in the FAA issuing
specific information to the public on Septenber 30th.
Menbers of this commttee have al so been a great help in
assisting with discussions with | eaders in key nations and
in raising public awareness of this issue worldw de.

As reflected in the State Departnent’s Y2K
preparations, our highest priority is ensuring the safety of
Anericans living and travel i ng abroad, including our own
enpl oyees. We have done this by focusing our Y2K efforts at
posts overseas in three key areas. First, we have worked to
make sure that our mssion-critical systens all over the
worl d are thensel ves Y2K conpliant so that we can conti nue
to provide critical services to Americans overseas. Second,
we have been coordinating closely with our m ssions abroad
to ensure their continued safe operation despite any
potential Y2K rel ated disruptions in host country
infrastructure. Third, we have conducted a dial ogue and
continue to cooperate with other countries to encourage
their efforts to prepare for Y2K

The Departnent has fully renedi ated and i npl enmented 100
percent of its Mssion Critical and Critical systenms. The
Departnent’s programto ensure Y2K conpliance and the



continuity of the Departnent’s business processes includes
i ntensive technical Strike Force review, end-to-end testing
and i ndependent Y2K certification with oversight fromthe
Ofice of the Inspector General for Mssion Critical
systens. In addition, the Departnent is in the process of
exercising its contingency plans to ensure that our business
processes are maintained in the event of any Y2K fail ures.
Qur command and control systens, which enable our post’s
comuni cations with the Departnent and with host
governnments, have al so undergone extensive renedi ati on and
contingency planning. Based on our acconplishnents, we have
received a grade of “A’” for our systens readi ness fromthe
House Subconmi ttee on Government Managenent, |nformation
and Technol ogy.

In addition to systens readi ness, our posts have taken
steps to ensure that their core functions, including the
protection of American citizens can continue uninterrupted.
In February of 1999, all posts received a Contingency
Planning tool kit to assist in their preparations for Y2K
The tool kit was designed to help posts identify any gaps in
exi sting post contingency plans and resources for potenti al
Y2K related infrastructure problens. By My of 1999, al
Chiefs of Mssions certified post readi ness for the
transition to the Year 2000 and identified resources
required to ensure operational readiness for 15 to 30 days.
Based on this information, the Departnent prepared a request
and received funding from OMB for generators, fuel, and
other critical resources. The governnent is commtted to
ensuring that our overseas posts are adequately prepared to
meet Y2K conti ngenci es.



Based on information available to date, the Departnent
does not plan on closing any posts. However, at posts where
we identify a high Iikelihood of issues of unknown duration
related to Y2K, such as power failures in cold weather
climates, we wll provide authorized departure orders for
non- enmer gency personnel. We will make our determ nations on
this issue towards the end of October, with departures
schedul ed for Decenber. Sinultaneous with making these
decisions the U S. public will be notified through the
Consul ar Information Programin the formof a Travel
V\r ni ng.

The Consul ar Information Program has |ong served as the
Department’s primary nmeans of alerting the public to
potential problens they may encounter in different
countries. Travel Warnings are issued when the State
Departnent deci des based on relevant information, to
reconmend that Anmericans avoid travel to a certain country.
A Travel Warning would be issued for any country for which
the Departnent of State authorizes or orders departure of
official personnel or U S. Enbassy or Consul ate dependants.
O her tools of our Consular Information Programinclude
Publ i c Announcenents and Consul ar | nformation Sheets.

In January 1999, we began our effort to educate the
traveling American public about the potential for Y2K-
rel ated disruptions abroad. It began with the issuance of a
Wor | dwi de Y2K Publ i ¢ Announcenent, which alerted traveling
Anmericans to the Y2K phenonenon in general and its potenti al
to disrupt travel. A subsequent July Public Announcenent
hi ghl i ghted the need for personal preparedness on the part
of private Anericans and noted the inability of our m ssions
to directly provide food, water and shelter to the mllions



of Americans abroad. The July Public Announcenent al so
apprised the public of the nmeasures we have taken to keep
our enbassi es and consul ates functi oni ng.

We are encouraging U S. Ctizens resident abroad to
take the sanme types of precautions as recommended by FEMA
and organi zations such as the Red Cross. One specific
caution included in the July Public Announcenent is an alert
regarding the potential for the disruption of nornal nedical
servi ces and suggests that travelers with special nedica
needs consult with their personal physician regarding their
travel plans. Copies of the January and July Public
Announcenents are attached.

On Septenber 14th, the Departnent issued updated
Consul ar Informati on Sheets for every country in the world.
| am pl eased to provide you a sunmary of our country-by-
country Y2K Consul ar Informati on Sheet segnents (see
attachnment). Each Consul ar Information Sheet contains a
section assessing the potential for disruptions, remediation
efforts and possible inpact in a specific country. Qur
fundamental purpose in releasing this information is to
apprise U S. citizens of potential disruptions they m ght
experience due to the Y2K phenonenon, and to all ow Anericans
to be better prepared and to nake infornmed personal
deci si ons about travel on or about January 1, 2000. As in
the July Public Announcenent, each Sheet also specifically
cautions Anerican citizens regarding the potential for the
di sruption of normal nedical services.

The Consul ar Information Sheets represent our best
current judgnent on potential problens for U S. citizens
living and traveling abroad. The Sheets are not a scorecard.



They were devel oped after an extensive review process, which
i ncl uded an anal ysis provided by Larry Gershwin, who is
testifying here today, and his staff at the National
Intelligence Council (NIC). Since January of 1999,
Departnent personnel both here in Washi ngton and at our
posts abroad have been assessing the Y2K prepar edness of
countries’ key sectors. Y2K information has been obtai ned
froma variety of sources including discussions with |ocal

i ndustry representatives, private sector groups, the U S
busi ness community and ot her experts.

As we receive significant new i nformation regarding a
country’s preparedness, we will provide updates. At the end
of Oct ober when authorized departure decisions are nmade, we
wi || update the Consular Information Sheets to reflect this
new i nformation. At the end of Cctober, we also anticipate
i ssui ng strengthened Consul ar I nformati on Sheets for a smal
nunber of countries that do not warrant an authorized
departure, but have not nmade the anticipated progress on
their renediation efforts. The Consular Information Sheets
and future updates nay be found on our website
http://travel .state.gov. The Consular Affairs hone page
recei ves an average of 250,000 hits daily. On Septenber
14" the date of the release of the revised Consul ar
| nformati on Sheets, the site received 329,632 hits and on
Sept ember 15'" 377,677 hits.

This site also contains Y2K-related links to web sites
of other U S. Governnent agencies, international
organi zati ons and foreign governnents as well as non-
gover nment al organi zati ons, such as the Red Cross, the
Gartner Group and d obal 2000. |In addition, we have raised
Y2K awar eness t hrough an outreach program i ncl udi ng



speakers, nedia interviews and publications. Qur enbassies,
consul ates, and U.S. regi onal passport agencies have

suppl enented these efforts with “town neetings” and

newsl etters. W encourage Anericans traveling and working
abroad to consult sources in their countries of interest for
detailed information such as plans to tenporarily halt
flights or trains during the critical hours before and after
the transition to the Year 2000.

A key factor influencing our ability to support
Anmericans abroad is the receipt of tinely reporting from our
overseas posts during the “rollover” which we define as the
ti me when clocks turn from mdni ght, Decenber 31%' to the
morni ng of January 1°'. At the State Departnent, we plan to
have our posts overseas report at one hour after m dni ght
local time. In these “weathervane” reports, posts will be
asked to comment on the status of critical infrastructure
wi thin a host country, including power, transportation,
finance, water and wastewater, energency services, and
t el econmuni cations. This reporting will serve as an early
war ni ng systemfor the U.S. on the types of problens that
may occur donestically. W wll quickly be able to identify
| ocati ons where power grids are not functioning or
t el ecommuni cati ons systens are down.

Following this initial reporting, posts will be asked
to answer nore detail ed questions regarding the status of
critical infrastructure in the host country by 12-noon | ocal
time on January 1°' and for 3 days to follow, or as needed.
W have devel oped a specialized assessnment tool that quickly
consol idates post results and depicts the | ocal status
graphically. O course, posts are encouraged to report any



energencies to our Qperations Center using their already
established crisis reporting procedures.

On Septenber 9th, the Departnent successfully tested
its ability to gather, analyze and di ssem nate gl obal Y2K
information in an expedi ent and accurate manner. This
represented the nost conprehensive worl dwi de Y2K reporting
exercise wwthin the U S. Governnment. W received reports
from 163 posts. The reporting schedul e used for posts
during the exercise is attached. Based on the |essons
| earned fromthe exercise, we are enhanci ng our data-
gat hering process for the rollover. Wth regard to
i nformation sharing on January 1°' and the days i nmediately
following, we will continue to coordinate our efforts with
the Information Coordination Center (ICC), the UN sponsored
I nternational Y2K Cooperation Center based at the Wrld
Bank, and other U S. governnent agencies engaged in simlar
tracki ng of Y2K events.

We have al so established a Y2K Wirki ng G oup t hat
i ncl udes individuals fromour regional and functional
bureaus, such as Consular Affairs, and is serving as the
coordi nati ng body of Y2K events preparing for the rollover.
It has been neeting weekly for the last two nonths and
participated in the Septenber 9'" test. As part of its
role, it has coordinated the work of the Y2K Task Force
responsi bl e for anal yzing the incomng information from
posts abroad and ot her sources after the rollover. The
structure of the Y2K Task Force is based on the existing
infrastructure at the State Departnent for task forces,
whi ch are specifically convened in response to major crises
abroad. This group has received specific training for Y2K



and has worked with individual Departnent bureaus to
establish staffing and Bureau Response Plans for the
roll over.

The United States does business with, and U S. citizens
travel to, or reside in alnost all countries of the world.
The Departnent of State has enbassies and consul ates in 164
nations. W are nonitoring Y2K renedi ati on progress in al
countries where Y2K problens could affect these vital
i nterests.

As noted above, the Departnent of State has been and
continues to be an active participant in the collection and
sharing of Y2K preparedness data. The Bureau of
Intelligence and Research participated in the preparation of
the National Intelligence Estinmate on Y2K. The Depart nent
has been collecting data fromits posts on Y2K preparedness
of their host nations and we have shared that information
wWith interested organizations in the U S. Governnent.

Atrend line evident in virtually all studies,
including our own, is that all of the countries w th which
the US enjoys close economc, trade and mlitary
rel ati onshi ps, have over the past year shown constant
i nprovenent in their state of Y2K readi ness. Yet despite
this favorable overall trend, we are continuing to focus on
specific sectors that m ght pose problens to our interests
and seeking to obtain nore information fromthe host
governnents invol ved.

The International Y2K Interagency Wrking Goup (IW5
co-chaired by the State Departnent and the Departnent of
Defense, which |I referred to earlier, is the forumin which
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Y2K preparedness information is used to fornul ate policy.
The I WG has been neeting regularly since February of 1999,
serving as both an information exchange and policy

devel opment body. |WG subgroup neetings held in | ate May
and early June, and again in Septenber, have tightly focused
on specific countries and key sectors. Over 30 of these
subgroup neetings have been held with interagency
representation. The nmeetings have resulted in a series of
action itens related to both information gathering and
policy initiatives.

As a result of these neetings, we are focusing nuch of
our outreach effort in the next three nonths primarily in
the area of power, but also in the areas of transportation
and tel ecommuni cations. These critical sectors have
repeatedly surfaced as problemareas in countries of
strategic interest to the U S. These sectors have
i nternational interconnections and a failure in one country
coul d cascade to other countries. |In addition, other key
sectors, such as banking and health, depend on these three
sectors.

Predicting exactly where problens will occur, their
duration, and their possible effects on U. S. strategic and
economc interests is extrenely difficult. |In attenpting to
find answers, we have consulted widely within the USG wth
foreign governnents, international bodies and the private
sector. W will continue our dialogue with each entity
t hrough the New Year.

Clearly, we do not have the resources or the expertise
to solve the problens of all countries that m ght experience
Y2K problens. W are attenpting to identify with greater
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clarity those countries where U S. interests, be they
economc, mlitary, strategic or the presence of |arge
nunbers of travelling or residing Anericans, are
denonstrably present. Assisting such countries, to the
extent we are able, will be very inportant.

W have worked wi th other APEC nenber countries to
identify Y2K problens in these countries and in the region
generally. Simlarly, we have maintained a cl ose
relationship with the countries of Africa, Latin America,
the former Soviet Union and Central Europe about Y2K
probl ens. The Departnent has supported the two
I nternational Y2K Coordi nators’ neetings held at the UN. In
addition, through the G 8, we have done assessnents,
contingency planning and will soon coordi nate our response
mechani sis.

W have participated in bilateral and tril ateral
nmeetings wth our nei ghbors Canada and Mexico. In addition,
| have personally nmet with and revi ewed Y2K prepar edness
with officials from China, France, Italy, Lebanon, Syria and
Russia. Qhers in the Departnent have had simlar neetings
with a wide range of country officials. The Secretary
recently convened a neeting of the Diplomatic Corps here in
Washi ngton to enphasi ze the nessage of contingency pl anning.
She was joined by John Koskinen of the President’s Counci
on the Year 2000 Conversion.

Wrk on the international aspects of the Y2K probl em
has truly been an interagency and nultilateral organization
cooperative effort, as well as a public and private sector
partnership. As | nmentioned in ny introduction, in
coordination with other departnents, such as Conmerce,
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Transportation, Defense, Energy and the Agency for

I nternational Devel opment (AID), the State Departnent has
been involved in a nunber of initiatives to mtigate the
potential effects of Y2K on aviation safety, ports, nuclear
power plants, small and nedi um si zed busi nesses, and
operational readiness of our mlitary forces abroad.

I n anot her exanple, a private sector group of
mul ti nati onal corporations concerned with tel econmuni cations
in countries in which they conduct busi ness worked cl osely
Wi th us and the Departnent of Commerce in identifying
potential problemareas. OQur enbassies facilitated the
private industry dial ogue wth host governnment officials. |
won't say that every problemwas fixed or every issue
settled, but that process hei ghtened awareness and pushed
renmedi ati on and conti ngency pl anni ng.

Despite all these preparations and efforts, should
wi despread Y2K induced failures occur in other countries, we
wi |l have to choose carefully where we mght intervene if
the host country asks for help. In making these deci sions,
the U S. Governnent already has existing nechanisns for
establ i shing National Security and Foreign Policy
priorities. These existing decision-making nechani sns, such
as the Principals’ and Deputies’ Commttees of the National
Security Council, will continue to be used in the case of
Y2K. The resources and skilled personnel available to
traditional domestic and international assistance agencies
to work on Y2K are tightly constrained. Coordinating with
ot her countries that m ght also be in a position to help to
do so will also be very inportant.
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Qur preference would be for every nation to do the
necessary renediation to mnimze the scope of possible Y2K
problenms. |If this cannot be done, we have urged these
countries to prepare carefully conceived and tested
conti ngency pl ans.

Congress, through its own pronouncenents and heari ngs,
has been very hel pful in raising general public awareness
and pronoting deeper understandi ng.

| amincreasingly confident that our focused
preparations, and those of other countries, have
significantly reduced the potential scope of Y2K problens

that the global community will have to face. However, there
is no roomfor conplacency. In the com ng weeks and nont hs,
we will intensify our outreach efforts for renediation and

contingency planning to focus on specific sectors within
countries where we think U S. interests m ght be adversely
af fect ed.

Qur cooperation on this issue has been an excel | ent
exanpl e of how well the legislative and executive branches
can work together. | look forward to continuing the
partnership through and beyond the m || ennium

M. Chairman, this concludes ny testinony. Thank you
for the opportunity to speak to the Commttee today. | wll
be happy to answer any questions the nenbers nmay have.
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